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1. Version Control

1.0 15/03/2019 Initial Draft Mazhar Minhas  Draft
1.1 21/06/2020 @ LAB Diagram and Document Layout Update Farooq Zafar Initial Release
1.2 01/04/2022 Workbook design and screenshots update Farooq Zafar V2.0

2. Reference Document

3. Assumption

v" We understand that delegate already understand L2/L3, Routing.

The delegate already knows the “Fortray Networks - FortiGate NG Firewall” physical and logical connection.

The delegate already has a basis Troubleshooting skill, such as ping and trace.

The delegate already has access to the “Fortray Networks - FortiGate NG Firewall” Spreadsheet encompassing the Basic Layer, 2, 3 and
allocated subnet information. For more details refer to the “Student Folder”.

ANRNIRN

<\

This document is created to show an example for one topology only. The candidate needs to refer to his own topology and follow this
step-by-step guide.

We assume that delegate already has installed the VPN software and him/she have VPN user / Password. If any issue, contact our
technical team.

Our VPN software is supported by PC, MAC, Android, and I0S devices.

It's also assumed that delegate has access to PC/Laptop i5 with 4GB RAM.

For optimal connectivity, we recommend at least 10MB internet connection.

We assume that we already have INTERNAL, DMZ, OUTISE interfaces that are already configured.

<\

AN NI NN
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4. Fortray - Fortinet NSE4 - NOTE About Configuration Example

The configuration example is based in the “VLAN-1".

Please refer to “Student Spread Sheet” and complete your task based on your Network Topology,
& Task list assigned.
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5. Fortray - Fortinet NSE4 - LAB Network Topology

The below network topology is just for information purpose only. Please refer to your student folder and your designated topology.

If any doubt, please ask your instructor. SNMP Dﬁgtcigfoew Remote PC
DATA CENTER
. 172.16.101.0/24
Admin
. ' 200.1.165.100
| A
e < ——
S ] ) ) MGMT
>% MGMT: 10.205.0.251 MGMT: 1ol.zos.o.253 RDP: 10.705.0.113 L0001 102
—VLAN 205 : !
k
mGMT PRIM-100: | 10.205.1.100
MGMT BACKUP-10]: 10.205.1.101
MGMT: 10.205.1.1
o = 10.1.1.254
N E LAN 200.1.1.254= INTERNET
> =
N = SEe Internal VLAN 201
S 10.1.1.0/24 WAN1 200.1.1.0/24 200.1.1.1
172.16.1.254 INTERNET
VLAN 101
DMZ SERVERS 172.16.1.0/24 BRANCH NETWORK
Device IntType VLANID IP Address
PRIM-100 MGMT 205 10.205.1.100/24
I PRIM-100 LAN 1 10.1.1.254/24
DMZ SERVER VPN SERVER DMZ PUB SRV RRIM,100 Dz 201 172.16.1.254/24 VPN Ext Server
172.16.1.1 192.168.101.1 20.20.1.1 HEIM 100 LNIRLL il 200.1.1.254/24 192.168.1.1 100.100.1.1

www.fortray.com t\ 0207-993-4928 info@fortray.com


http://www.fortray.com/
mailto:info@fortray.com

LABWbrkbook (Fortinet NSE4) - Fortray Global Services 2022

6. Fortray - Fortinet NSE4 - LAB MGMT Access

Refer to the below table and login to Fortinet NG Firewall, and Test machine.

Each delegate has his /her own test machine, refer to the spreadsheet provided in the student shared

o |
ndl;e' | folder

\

S

Device Name Type IP Access Method Default User Password New Password

FN-FORTI-PRIM-100 NG Firewall 10.205.1.100 HTTPS/SSH admin admin AD/user
FN-FORTI-BACK-101 NG Firewall 10.205.1.101 HTTPS/SSH admin admin AD/user
FN-FORTI-PC-01 TEST PC 10.205.1.1 RDP administrator cisco N/A
EN-LAB-AD Cert'ificat.e Server 10.205.0.253 HTTP/LDAP <your vpn user>@fortr§ylab.com
Active Directory Password is emailed
Remote-PC Remote-PC 10.205.0.113 RDP Refer to Spreadsheet

Warning: Please don’t change the above password for any devices.
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7. Fortray - Fortinet NSE4 - LAB Spreadsheet
Refer to below table and login to SNMP Server:

Test-PCs, Remote-PC and SNMP Server

VDOM / VLAN Test PC (RDP) Remote Test PC 10.205.0.113 SNMP & Syslog Server Parameters
NO VDOM VLAN IP Address Username Password User Name Password Server IP Address Community String Username Password
1 root 1 10.205.1.1 administrator cisco <your VPN user>@fortraylab.com | emailed earlier 10.205.0.251 fortraylab.com user01 Cisco@123
2 VDOM-2 2 10.205.0.2 administrator cisco <your VPN user>@fortraylab.com | emailed earlier 10.205.0.251 fortraylab.com user02 Cisco@123
3 VDOM-3 3 10.205.0.3 administrator cisco <your VPN user>@fortraylab.com | emailed earlier 10.205.0.251 fortraylab.com user03 Cisco@123
4 VDOM-4 4 10.205.0.4 administrator cisco <your VPN user>@fortraylab.com | emailed earlier 10.205.0.251 fortraylab.com user04 Cisco@123
5 VDOM-5 5 10.205.0.5 administrator cisco <your VPN user>@fortraylab.com | emailed earlier 10.205.0.251 fortraylab.com user05 Cisco@123
6 VDOM-6 6 10.205.0.6 administrator cisco <your VPN user>@fortraylab.com | emailed earlier 10.205.0.251 fortraylab.com user06 Cisco@123
7 VDOM-7 7 10.205.0.7 administrator cisco <your VPN user>@fortraylab.com | emailed earlier 10.205.0.251 fortraylab.com userQ07 Cisco@123
8 VDOM-8 8 10.205.0.8 administrator cisco <your VPN user>@fortraylab.com | emailed earlier 10.205.0.251 fortraylab.com user08 Cisco@123
9 VDOM-9 9 10.205.0.9 administrator cisco <your VPN user>@fortraylab.com | emailed earlier 10.205.0.251 fortraylab.com user09 Cisco@123
10 VDOM-10 10 10.205.0.10 administrator cisco <your VPN user>@fortraylab.com | emailed earlier 10.205.0.251 fortraylab.com userl0 Cisco@123
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8. Fortray - Fortinet NSE4 - LAB Task: SNMP and Syslog Server

@ Fortray Networks head office “Security Consultant” asked to configure SNMP and Syslog Server in FortiGate to ensure performance,
IU health, and configuration monitoring. Please follow spreadsheet.

In the activity, we are going to learn, how to Configure SNMP Server.

Steps needed to be done to accomplish this task is

» Connecting to Fortinet Primary Firewall https://10.205.1.100/login
Configuring SNMP Server

Configuring Syslog Server

Y V V

Verification

www.fortray.com t‘ 0207-993-4928 info@fortray.com
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9. Fortray - Fortinet NSE4 - LAB Configuration: SNMP and Syslog Server

In this section, we will configure SNMP and Syslog Server.

Use any browser and type https://10.205.1.100/login use the default user /password provided by the trainer. In this example, we are

using Google Chrome Browser. Here is screenshot of web browser, the login page of Fortinet NG Firewall.

(:_

O A Mot secure

https://10.205.1.100/login S

admin

® 4 v @® B

note:

www.fortray.com

Please use default username / password as per
spreadsheet.
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In FortiGate we can configure SNMP server as following:

aw FGS-FORT-1-100 = Q

@ Dashboard

% Network
& Security Profiles
3 System
VDOM
Global Resources
Administrators
Admin Profiles

Firmware

Settings

HA
SNMP
Replacement Messages
FortiGuard
Feature Visibility
NX Security Fabric

L Log & Report

F==RTINET

VDOM: & Global> {1 @~ A~ & admin~
SNMP
& Download FortiGate MIB File = & Download Fortinet Core MIB [New SNMP Community XL
System Information Community Name | fortraylab.com 0
SNMP Agen{© Enabled [ 8]
Descriptio FortiGate Primary Firewall
Hosts
Location Suite-12 ldea House, London o
= IP Address | 10.205.0.251
Contact In gsmc@fortray.com
Host Type Accept queries and send traps hd
SNMP v1/v2c ©
Nam@ Queries = Traps = Hosts ¢ Events # [|V1Enabled (B
v2c Enabled @ 0
Port 161
No results
Traps
0 Security Rating Issues v1Enabled B
v2¢ Enabled @ e
SNMP v3 Local Port 162 _
& Edit Delete S Remote Port 162
Name = Security Level = Queries = Traps = HOY snMP Events
CPU usage too high O

www.fortray.com
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In Fortinet Firewall, follow these steps to configure Syslog Server.

= Q VDOM: § Global> 1 @~ LA~ & admin~
@ Dashboard Log Settings
¢ Network A tio
& Security Profiles Remote Logging and Archiving .
' @ AP| Preview
— WiFi & Switch Send logs to FortiAnalyzer/FortiManager @ Enabled
Controller >_ EditinCLI
£ System Send logs to syslog @ e & FortiAnalyeer
N¥ Security Fabric IP Address/FQDN 10.205.0.251 Suiide
L Log & Report & Configure Multiple FortiAnalyzers on a Multi-VDOM
Log Settings & Cloud Logging Settings FortiGate (&
Type (? Documentation
Connection status @ Connected Test Connectivity & OnlineHelp &
Upload option Real Time Every Minute & Video Tutorials (&'
Account minhas@fortray.com [ Logout @ Security Rating Issues
Region GLOBAL Show Dismissed CB

UUIDs in Traffic Log ©
Address OB

Apply o

FRTINET
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10. Fortray - Fortinet NSE4 - LAB Verification

In this section, we will verify LAB Configuration.

Open the page http://10.205.0.251 in web browser. And login using your own user/password created in previous step.

Fortray-NOC X +

&€ > C 1 A Notsecure | 10.205.0.251

Please log in:

Username user0l e
Password | eeeececes
[J Remember my login

& Login |e

@WORTRAY

Unauthorised access or use shall render the user liable to criminal and/or civil prosecution.

www.fortray.com t\ 0207-993-4928 info@fortray.com
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W@WORTRAY @ - [ oevices- B ports -
ama  10.205.1.100

12 Idea House, London

£
]
n

® Routing -

Ll Overview | M Gra

FortiGate Primary Firewall
Vendor/Hardware Fortinet FortiGate 60E
Operating system Fortinet Fortigate 7.0.5 (build0304)

System name fgs-fort-1-100

Contact gsmec@fortray.com
Location 12 Idea House, London
Serial FGTEOE4Q 16019400
Uptime 2h 38m l4s

Last reboot 2022-04-14 17:12:55

| Ports

]

ﬂ Health ~ @@ Apps ~

Find device in Device List, as device is already added in this server.

® Routing ~

nventory &8 Logs Alerts
B Processors

loe
88
60
48
28
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Memory Usage Traffic

B
Wed 20:08 Thu 88:88

Processor Other

Processor Types.9 5

® Memory

I Memory

@ Status Indicators

I HA Mode

Wed 20:08 Thu 66:08 Thu 84:08 Thu 88:08 Thu 12:08

i 45 ¥ 36 (— 5

/A OBSERVIUM 50910731

Thu 16:88

o:

Thu 84:88 Thu 88:00 Thu 12:088 Thu 16:08

— T

— cxxm

2022
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10.3

Step 3: Syslrog Verification
Click on Logs > Syslog

%HTHAY @ - & pevices~ ™ poris ~ G Health~ JE Apps @ Routing ~ Search jm} o -

a=a 10.205.1.100 — “
- 12 Idea House, London

Date Priority

1s Notification (5)

1s Notification (5)

25 Notification (5)

Memory Usage Traffic
1 Overview 4 Graphs E Health [ ports @ Routing + E Inventory W 1 erts E
Logging  Eventlog og
Message Priorities= Program= Date presets ~ || B8 From ETo Q search
5755 Iltems . 2 3 4 5 6 T 8 9 57 58 Next #100 -

[Program] [Tags] Message

LAl PR PR time=19:54:29 devname="FG5-FORT-1-100" devid="FGTG0E4Q16013400" eventtime=16499624686T77446852 tz="+0100" logid="0000000013" type="traffic"
subtype="forward" level="notice" vd="root" srcip=200.1.1.254 srcport=13702 srcintf="root" srcintfrole="undefined" dstip=96.45.45.45 dstport=853 dstintf="WAN-1"
dstintfrole="undefined" srccountry="Venezuela" dstcountry="United States" sessionid=21628 proto=6 action="close" policyid=0 policytype="policy" service="tcp/853" trandisp="noop"
duration=1 sentbyte=3636 rcvdbyte=9211 sentpkt=15 rcvdpkt=13 appcat="unscanned"

Ly LR TR EN time=19:54:29 devhame="FGS-FORT-1-100" devid="FGTG0E4Q 16019400" eventtime=1643962468577453548 tz="+0100" logid="0001000014" type="traffic"
subtype="local" level="notice" vd="root" srcip=127.0.0.1 srcport=7950 srcintf="root" srcintfrole="undefined" dstip=127.0.0.1 dstport=9980 dstintf="root" dstintfrole="undefined"
srccountry="Reserved" dstcountry="Reserved" sessionid=21629 proto=6 action="close" policyid=0 service="tcp/9980" trandisp="noop" app="tcp/9980" duration=1 sentbyte=1526
revdbyte=1185 sentpkt=5 rcvdpkt=5 appcat="unscanned"

ULy =5I RPN time=19:54:28 devname="FGS-FORT-1-100" devid="FGTGOE4Q16019400" eventtime=1643962467617457401 tz="+0100" logid="0001000014" type="traffic"
subtype="local" level="notice" vd="root" srcip=127.0.0.1 srcport=7948 srcintf="root" srcintfrole="undefined" dstip=127.0.0.1 dstport=9980 dstintf="root" dstintfrole="undefined"
srccountry="Reserved" dstcountry="Reserved" sessionid=2162T proto=& action="close" policyid=0 service="tcp/9980" trandisp="noop" app="tcp/9980" duration=1 sentbyte=1526
revdbyte=126T sentpkt=5 rcvdpkt=5 appcat="unscanned"

25 time=19:54:28 devname="FGS-FORT-1-100" devid="FGT60E4Q16013400" eventtime=1643962467617449114 tz="+0100" logid="0001000014" type="traffic"
subtype="local" level="notice" vd="root" srcip=127.0.0.1 srcport=7346 srcintf="root" srcintfrole="undefined" dstip=127.0.0.1 dstport=3380 dstintf="root" dstintfrole="undefined"
srccountry="Reserved" dstcountry="Reserved" sessionid=21625 proto=& action="close" policyid=0 service="tcp/3980" trandisp="noop" app="tcp/I980" duration=1 sentbyte=1526

0.1965 =

/NOBSERVIUM 59510731 o
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Thanks, and Good Luck
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